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1. INTRODUCTION

The existing

IT education methods in

Abstract: With the rapid advancements of Information
Technology (IT) in enterprises, the existing IT educational
methods in universities are struggling to meet the new
functional and technical requirements. This paper offers an
overview of DevOps principles and practices and proposes an
effective method for augmenting IT education with these
concepts. To achieve this, a conceptual framework needs to
be developed where the principles and practice of DevOps
can be easily embedded into existing IT education courses. In
addition to this framework, an end-to-end pipeline and
toolchains for efficient execution of selected IT education
programs need to be developed. These pipelines must support
the working culture and enhance the productivity of students,
professors, and teaching boards while still being in line with
the requirements of enterprises. The proposed model is
developed from six aspects of DevOps which are continuous
development, continuous integration, continuous testing,
packaging and staging, release automation, and
performance/relevance monitoring. Through the embedding
of DevOps culture and practices into existing IT education,
we expect to advance the relevance of the education-industry
flow while providing a platform for continual learning and
experimentation. The proposed framework was implemented
and evaluated at two IT courses at the Faculty of
Organizational Sciences, University of Belgrade.

Keywords: DevOps, IT education, industry relevance, IT
courses, continuous development, continuous integration,
continuous testing, packaging and staging, release
automation, performance monitoring.

(Leite et al., 2019; Bass et al., 2015; Bayser et
al., 2015; Riungu-Kalliosaari et al., 2016).
DevOps is defined as a set of practices intended

universities are often not following in step with
the rapidly growing new functional and
technical  requirements in  enterprises
(Kuusinen, & Albertsen, 2019). DevOps, short
for development and operations is a software
development method that extends the agile
philosophy to rapidly produce software
products and services while improving
operations performance and quality assurance

to reduce the time between committing a
change to a system and the change being placed
into normal production while ensuring a high
quality of code and its deployment which is
required by today’s enterprises (Bruel, &
Jiménez, 2019; Ohtsuki, & Kakeshita, 2019;
Ohtsuki et al., 2016). By embedding the culture,
principles, and practices of DevOps into the
existing IT education, we expect to advance the
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relevance of the education-industry flow,
feedback, continual learning, and
experimentation (Bobrov et al., 2020; Yang et
al., 2020). As stated in Hills (2020), adopting
DevOps practices often requires both technical
and cultural changes within an institution, as
the classic and isolated teams are replaced by
cross-functional teams. DevOps mainly
depends on toolchains and automation of
practices like testing, build, continuous
integration,  continuous  delivery, and
continuous deployment (Kim et al., 2016).

As we experience the rapid developments of
Information Technology (IT) in enterprises, the
practical relevance of the education systems in
universities to the technological requirements
of enterprises has greatly changed. By
employing the principles and best practices of
DevOps in IT education, this difference can be
greatly balanced. In this study, we introduce a
new pedagogical approach for a modern and
comprehensive IT education based on the
principles,  concepts,  techniques, and
toolchains of DevOps.

The designed series of comprehensive lab
activities and templates are given in selected IT
education courses. These templates guide
students in developing end-to-end DevOps
solutions  that include  virtualization,
containerization, continuous development, a
configuration of continuous integration,
continuous testing, packaging and staging,
performance monitoring, constructing a build
pipeline, and automating the deployment of
new versions of software systems or products
upon change.

The remainder of this paper is organized as
follows. In Section Il, we provide an overview
of existing efforts of enriching IT education
courses with DevOps practices while making
use of professional and enterprise tools and
techniques. The literature review is briefly
mentioned in Section Il. Section Il explains
the proposed DevOps lab activity templates
created for this study. Section IV will offer a
short evaluation of both the student and
professor's experiences during these activities.
Section V offers a brief conclusion in which
implications of the study are considered as well
as the potential for future research.

2. LITERATURE REVIEW: DevOps in
IT education

As an evolving method that supports the fast
delivery of software products, services, and
features with reliable quality, DevOps is
attracting more and more industries, where it
has become a mainstream approach for
software development and operations. In line
with this, there are several initiatives in
introducing DevOps concepts into the
education sector in several universities which
are offered to students majoring in computer
science and software engineering.

Chatley et al. (Chatley, & Procaccini, 2020)
have applied DevOps practices in their
Software Engineering Programme, through
many different projects as an underpinning
thread. Unlike other practices where the
DevOps skills are isolated from the regular IT
skills, the authors preferred to present the
DevOps-related skills by integrating them into
existing core courses. To accomplish this, the
authors' set up what they called a DevOps Lab.
The main idea of the DevOps Lab exercise
focused on setting up a pipeline for the building,
testing, and deployment of a Java web
application provided by the authors in a Git
repository. The students would iteratively add
features with small code changes by following
the best practices of DevOps pipelines.
However, the DevOps lab takes only two
weeks, and students are required to study a
variety of documentation to work on the lab
exercises over a very short period. As a result,
the DevOps lab focuses only on the automation
part of the DevOps without dealing with the
culture/process aspects.

Similarly, Mark Hills (2020) introduced
DevOps into a semester-long elective software
development course in a graduate software
engineering program. As described by the
author, a collection of DevOps assignments
were given, including creating Docker
containers, configuring continuous integration
services, constructing a build pipeline, and
automating deployment. The author briefly
analyzed the performance of students on these
exercises and identified areas where support
was needed. The students used various tools
such as Apache Maven, JUnit, Travis ClI,
FindBugs, Github, Docker images, and Google
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Kubernetes Engine. The final goal is the
integration of GitHub and the Google Cloud
Platform, to automate the build and
deployment process, allowing new images to
be created and deployed when changes are
pushed to GitHub. The efforts of the authors
pose an excellent all-around approach to
introducing DevOps into IT Education, but
students report that they were overwhelmed
with the number of new tools and were not very
productive as a result.

A comprehensive study similar in scope to the
one presented in this paper was conducted by
Kati Kuusinen and Albertsen (2019). The
objective of the study was to investigate how
university courses requiring multidisciplinary
lecturer skills and complex execution
architectures can be organized in industry-
academia collaboration to improve the
industrial relevance of higher education. To
achieve this the authors designed and executed
a stand-alone course that includes concepts of
Continuous Delivery and DevOps organized in
company-university collaboration. In addition,
the authors developed learning objectives with
the following question in mind: What learning
objectives promote both learning of
underpinning  theories and  abstraction
frameworks as well as learning of practical
skills that improve the employability of new
software engineering graduates. The authors
outlined nine learning outcomes that can be
classified into three groups: cognitive
competencies (or knowledge), functional
competencies (or skills), and social and meta-
competencies (or competencies).

In the research we conduct, the gap is finding
an effective and feasible way to adapt
university courses with the technologies and
knowledge used in industry, while providing
an environment conducive to education for
continuous learning and experimentation. This
is planned to be achieved by incorporating
DevOps culture and practice, as well as agile
methodologies into existing IT education, and
the expected result would be a significant
change in work culture and increased
productivity of students, professors, and
teaching boards, all in line with company
requirements.

3. METHODOLOGY
3.1. Research goals

The main goal of this research is to develop a
conceptual framework where the principles
and practices of DevOps can be adequately
embedded into the existing IT education
courses. In addition to the framework, an end-
to-end pipeline was developed to ensure
effective execution of selected IT education
programs, where the productivity of students,
professors, and teaching boards are enhanced
to be in line with the requirements of
enterprises. To apply the framework and the
pipeline in practice, we have formed a lab
course called “Educational DevOps [oT Lab”.
Through such a lab, DevOps can be
implemented into existing curricula while
being based on the infrastructure for education,
monitoring, and evaluation of student projects.

3.2. Procedures

The model contains the following elements:

- Students educations about DevOps
principles and practices through IT
courses,

- loT platform and Educational DevOps
lIoT Lab design and implementation.

3.2.1. DevOps Principles and Practices

DevOps is a collaborative and
multidisciplinary organizational effort to
automate the continuous delivery of new
software updates while guaranteeing their
correctness and reliability (Leite et al., 2019).
DevOps also promotes fast and continuous
feedback from operations to development to
detect problems before customers are impacted
(Lopez-Pena et al., 2020). Desiring to improve
their delivery process, many enterprises are
widely adopting DevOps in their software
development ecosystem.

In this section, we describe how we have
designed a DevOps loT Lab ecosystem to
introduce students to the DevOps practices, by
embedding the DevOps tools and principles
within an existing lIoT Course.

For students to wunderstand and work
effectively in a DevOps environment, they
must learn how to:
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a) break down their projects into thin
chunks that can be developed
independently,

b) design and implement automated tests,

¢) configure and maintain production
environments and perform the IT
operations tasks,

d) Select and configure suitable tools.

In short, the objective of DevOps is to
minimize the time interval between two
commits, so that the new version can be
integrated, tested, and deployed to end-users
timely.

3.2.2. 10T platform and Educational
DevOps 10T Lab design

Internet-of-Things (IoT) applications are being
developed for numerous domains including
industry,  healthcare and  well-being,

transportation,  entertainment, etc., and
deployed in smart environments (Atzori et al.,

2017). Applications of 1oT in those
environments integrate sensors, actuators,
computing resources, and communication

components to control physical processes and
monitor critical tasks.

Typical 10T system includes four components,
figure 1:

a) Hardware - a set of connected
physical devices, such as servers,
physical objects, sensors, actuators, etc.

b) Communication networks — which
interconnect other components

c) Software infrastructure - the
platform for development, deployment,
and execution of loT applications

d) Applications — that offer vertical
solutions over those infrastructures.

loT Hardware Infrastructure

Figure 1: 1oT Environment Components

However, for educational purposes, to present
all those components might be very complex,
difficult for students as well as expensive for
educational institutions. In this study we design
a simplified lab environment, affordable and
easy to follow which is presented in three
phases:

e Phase 1 - Understanding IloT
Development Tools and Working on
DevOps Environment: In this phase,
individual students learn how to use
simplified 10T development tool for
prototyping and/or production purposes
and practically integrate 10T development
tools with DevOps environment to learn
DevOps tools, principles, and practices
including but not limited to version
control, build stage, and deploy stage. The
objective of this lab exercise is for
students to be able to:

- Use git source control and integrate
node-RED with GitHub
- Package 10T apps (node-RED apps) in

containers using Docker
containerization tool
- Manage application configuration

details for external services such as a
database or messaging service.

The duration of the Lab exercise is one to three
days, depending on the schedule of the loT
course, and individual student’s competency.
Students will be given orientation and a brief
introduction of the necessary tools with a
demonstration. Afterward, students are given a
small exercise to develop and test 10T apps in
a virtual setting.

e Phase 2 (optional) — Implementing
DevOps 10T Infrastructure for
Educational Purpose: In this phase,
students are organized in teams and will
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be asked to make a comparative study on
advanced DevOps tools and provide an
implementation design for educational
settings. This phase is optional in that it
could also be done in close collaboration
with the loT instructors, teaching
assistants, and the research team of this
study. The objective of this phase is to

design, test, and implement an end-to-end
DevOps 10T Infrastructure for teaching
purposes by following the DevOps
principles and practices and selecting
from a variety of available tools such as
Jenkins, Travis, Tekton, GitHub,
Kubernetes, cloud infrastructure services
and preferred 10T Platforms.

Moodle,
OpenProject,
Mattermost

GitHub & Git
tools

Educational
DevOpsloT
Infrastructure

Node-RED/
loT
Platform

Docker &
DockerHub

Figure 2: Educational DevOps loT Infrastructure - A high-level design

Besides the Educational DevOps loT
Infrastructure will make use of existing e-
learning systems, team productivity, and
project management tools in a virtual setting as
illustrated in figure 2. As a result of this phase,
students are provided with a reliable DevOps
loT Infrastructure to work on advanced loT
application projects in the third phase. They
learn DevOps principles and practices such as
building, testing, continuous integration,
continuous  deployment, and continuous
monitoring in an automated environment.

e Phase 3 — Developing 10T Application
within the Educational DevOps loT
Infrastructure: After the Educational
DevOps 0T Environment is set, students
organized in teams will be given a set of
loT application projects that will be
evaluated in terms of the usage of DevOps
tools, principles, and practices and
application functionality.

3.3. Research context and

implementation details

To be suitable for educational purposes, the
platform needs to offer the ability to monitor a
large number of 10T projects in addition to
offering well-designed project management
functionalities. The Educational DevOps loT
Lab approach uses DevOps tools and SAFe
agile framework to better adapt itself to 1oT-
based projects, smart environments, and
working in virtual teams.

The research was conducted and evaluated at
the Department of Electronic Business of the
Faculty of Organizational Sciences. The goal
was to develop a suitable system for organizing
the workload of virtual teams, on individual
lIoT projects. The SAFe framework and the
Educational DevOps loT Lab approach were
used. The research was conducted within
undergraduate studies in two subjects: Internet
of things and Risk Management in e-business.
In both courses, students had lectures and
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exercises on agile SAFe and Scrum
methodologies, the Educational DevOps loT
Lab approach as part of the SAFe framework,
and the OpenProject project monitoring tool.
Students who attended Risk Management in e-
business were given the task of managing l1oT
projects and had the role of SAFe Scrum
master. 10T teams were composed of students
who shared the roles of programmer, designer,
and tester. Each team had 3 to 5 members.
(Mihajlovi¢ Mili¢evi¢ et al., 2019)

Professors had the role of product owners and
they created Product Backlogs, a list of features
that were assigned to each virtual team. Team
members and the SAFe Scrum Master received
clearly defined tasks from the Product Owner.
Students were free to organize the work
dynamics and to choose communication tools.
SAFe Scrum masters were assigned to keep the
team focused, make sure the team was working,
and communicate with the product owners
(Royle & Nikolic, 2016). Team members
partly used the Educational DevOps 10T Lab
approach in the development of the 10T project.
Code versions were stored on GitHub and
documentation on the Wiki. Both of these tools
were available to all team members, SAFe
Scrum master as well as Product Owners
through the OpenProject platform. Microsoft
Teams, Viber, and WhatsApp were used for
communication within the teams. All the
necessary teaching materials and instructions
were published on Moodle. All parts of the

OpenProject (Mihajlovi¢-Milicevié et
2020).

al.,

The research was performed in the spring
semester of 2019/20 during the coronavirus
pandemic. Data collection for the analysis of
the applied model was gathered using a
questionnaire and the OpenProject tool was
used to collect data for SNA analysis.

4. EVALUATION - RESULTS AND
DISCUSSION

Managing virtual teams in the development of
smart environments, ie. development and
implementation of 10T projects were realized
using the proposed methodology. 116
undergraduate students and 5 professors
participated in the project. Students were asked
to organize into virtual teams and complete the
project in 4 weeks. The project was complex
and considered changes in the organizational
and technical environment.

At the end of the project, students and
professors answered questions from the
questionnaire about their participation in the
development of smart environments within
virtual teams. A questionnaire containing 26
guestions, which measures the estimated
performance of the process and the results of
the participants' feedback, was completed by
62 students and 2 professors. The Likert scale
was used for most questions (grades from 1 - |

project were documented and put on donotagreeto5 - | completely agree).
Table 1: Survey questions with an average grade
No. Survey sheet-questions A"efage
rating
1 The application of the agile framework of the SAFe and DevOps approaches 394
had a positive impact on implementation. '
2 The SAFe framework and DevOps approach provide a higher level of 424
empowerment and collaboration. '
3 Project management could have been more efficient. 2.94
4 Parts of the project solution can be improved. 3.66
5 Team members understood each other's roles. 4.40
6 I met all the team members before starting the project. 3.56
7 Team members initiated communication when solving problems with each other 356
without involving the SAFe Scrum Master or Product Owner. '
8 Communication between team members was easy and successful. 4.56
9 Team members were available to communicate with each other. 4.79
Good cooperation and communication between team members is a prerequisite
10 - - 4.89
for the realization of the project.
11 | The role of SAFe Scrum Master on the project was clear to me. 4.23
12 | Safe Scrum Master was responsible for successfully leading the team. 4.35
13 | SAFe Scrum Master influenced the project to be successfully realized. 4.13
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. Average
No. Survey sheet-questions rating
14 | SAFe Scrum Master has influenced the product to be of better quality. 3.95
15 Using the tools O_penProject, Moodle, GitHub provides transparency when 4.06
working on a project. '
16 | The tools OpenProject, Moodle, GitHub are understandable and easy to use. 3.94
17 The possibility of c_onstant review of the Work_ of all team m_empers in 374
OpenProject and GitHub enabled better planning and organization of work.
18 The tools Ope;nProject, Moodle, GitHub contains all the functions needed to 400
manage a project.
19 | The OpenProject tool is intuitive and easy to use. 3.92
The OpenProject tool enables greater control and easier supervision over the
20 work of all participants in the project. 3.98
21 | Using the OpenProject tool has enabled increased productivity. 3.35
22 | The OpenProject tool helped make project work more effective and efficient. 3.45
23 | The OpenProject tool provided everything we needed. 3.45
24 | Using the OpenProject tool is easy to learn. 4.23
25 | The OpenProject tool can be used without instructions. 3.73
26 Using tge OpenProject tool requires a minimum number of steps to do what is 385
required.

The results of the study showed that students
positively perceived SAFe agile framework
and DevOps with average grades of 3.94 and
4.24 (questions 1 and 2, respectively). The role
of the SAFe Scrum Master is well received and
highly rated (questions 11 to 14). On the
control question, ie. the conclusion that the
management of the project could have been
better (question number 2) was rated low by the
students (average score 2.94). Respondents
recognized the importance of good
communication and assessed that
communication on the project was very good
(questions 5 to 10). Students rated the tools
from Educational DevOps loT Lab: Open
Project, Moodle, and GitHub as very useful in

project-oriented teaching courses (questions 15
to 18). They also rated OpenProject as a very
good grade as a tool for monitoring project
activities (questions 19 to 26).

The results of the conducted study also showed
that virtual meetings were held in most cases 2-
3 times a week and lasted 30 minutes on
average. Through communication and
cooperation of team members, the processes of
exchange and creation of knowledge were
identified. The OpenProject tool modules that
enable knowledge sharing and creation are
News and Wiki. Using the SNA tool (Gephi),
the results presented in Figure 3 were obtained.

f;?m"l\@h‘l{’;ﬂﬂ.!‘d@( 937 une u proson

loT kao podrska sa invaliditetom

_. {

=

T A
P ,Amena »smeuswu .
st

Figure 3: Overview of the use of the Wiki module in the Gephi tool
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The Figure 3 shows how much the members of
the virtual team used the module and how to
display the material within the Wiki module
through different shades of green: the strongest
shade of green shows the teams that used Wiki
the most, up to the lightest shade of green,
which means teams that used poorly this
possibility. Different sizes of graph nodes, ie
teams, represent the extent to which teams
posted different contents (video, images, works
by other authors ...) within other tool modules
that were useful during the project
development.

Around 75% of students reported some form of
problem regarding the understanding of the
whole process and the communication. There
were problems in understanding the DevOps
process or the role of the SAFe Scrum Master.
Scrum masters faced various challenges of
coordinating and organizing the work in virtual
teams. Students appreciated the opportunity to
learn current innovative tools, which could be
useful in real work environments, while a
smaller group of students thought that the
approach was complicated. Most of the
students thought that working on such a project
was a useful experience and a good way to get
acquainted  with  virtual teams, loT
development, DevOps, and agile
methodologies.

From the professor's point of view, the team
members managed to master the tools for
collaboration and documentation monitoring
quite successfully, and the difficulties they
encountered since they had to work together in
the "virtual world" directed them to each other
in a useful way. They managed to establish
closer personal and professional ties because
mutual trust was built and collective abilities
improved.

5. CONCLUSION

The goal of this paper is to propose an effective
method for augmenting IT education with
DevOps concepts. For this purpose, a
conceptual framework was developed, and on
top of it, a pipeline made up of different
technologies was formulated. The
implementation of these pipelines was made to
be following academic requirements while
trying to maintain the use of best practices and

10

technologies used in the enterprise
environments. With this in mind, the proposed
model is based on six aspects of DevOps which
are: Continuous development, Continuous
Integration, Continuous Testing, Packaging,
and staging, Release automation, and
Performance/relevance monitoring. The end
goal of this method is the enrichment of
university courses with technologies and
knowledge utilized in the industry while
providing an education-friendly environment
for continual learning and experimentation.

The proposed method was evaluated in practice
at the Department of Electronic Business of the
Faculty of Organizational Sciences. The
evaluation involved two separate groups of
students from different subjects: Internet of
things and Risk Management in e-business.
The utilization of the SAFe framework along
with the proposed method of DevOps loT Lab
allowed the students to fill two separate roles,
that of project manager, and that of loT
developer, both of these roles had to contend
with DevOps concepts, technologies, and
pipelines. The participants had the chance to
learn various technologies and platforms such
as Jenkins, Travis, Tekton, GitHub,
Kubernetes, cloud infrastructure services, and
IoT Platforms. A strong focus was put on the
integration of node-RED with GitHub, and
containerization of Node-RED apps with
Docker.

At the end of their courses, students and
professors were offered a questionnaire about
their participation and experiences with the
platform. The questionnaire of 26 questions
was completed by 62 students and professors,
and their reactions towards the platform were
generally favorable. The students felt that the
platform was technologically empowering and
allowed them easier collaboration on their
projects. Most students were pleased with the
opportunity to learn current innovative tools,
which could be useful in enterprise
environments, while a smaller group of
students felt that this type of work was
complicated and unnecessary. In general,
students felt that working on such projects was
a useful experience and a good way to get
acquainted with DevOps and agile
development methodologies.
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Future research will involve a more thorough
evaluation which involves more students,
larger projects, and integration of more
subjects, such as mobile application
development and web development. The
different nature of such projects and
collaborations between these project groups is
bound to challenge the proposed framework
and offer new insights. Likewise, new and
innovative technologies will be integrated into
the pipeline, as well as potential partnerships
with the industry in the form of proprietary
tools and DevOps expertise.
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